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Bugcrowd, Inc. Statement of Attestation

AgileBits engaged Bugcrowd Inc. to perform a public, ongoing bug bounty program on
AgileBits’s 1Password for Teams/Families web and native applications. Testing is ongoing, and
as such, this document covers the period of 2/18/2016— 1/1/2020.

A private bug bounty program is a novel approach to securing web applications. Traditional
penetration tests use only one or two researchers to test an entire application, while a private
bounty program leverages a crowd of security researchers. This increases the probability of
discovering esoteric issues that automated testing cannot find and that traditional vulnerability
assessments may miss in the same testing period.

This program is currently open to the public and has received submissions from 387 unique
researchers - these issues ranged in scope and severity, with nine high priority issues being
discovered during this timeframe. Despite the presence of these high priority findings no user
secrets were at risk. Additionally, please note that as of 1/1/2020, all the high priority
submissions from this program were confirmed to be resolved. The above information
represents a point-in-time snapshot of AgileBits’s overall security posture.

About Bugcrowd

The innovator in crowdsourced security testing for the enterprise, Bugcrowd harnesses the
power of more than 60,000 security researchers to surface critical software vulnerabilities and
level the playing field in cybersecurity. Bugcrowd also provides a range of responsible
disclosure and managed service options that allow companies to commission a customized
security testing program that fits their specific requirements. Bugcrowd’s proprietary vulnerability
disclosure platform is deployed by Spotify, Mastercard, Fiat-Chrysler, and many others. For
more information visit www.bugcrowd.com.
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